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ABSTRACT 

Content protection for digital images has become a critical concern due to their widespread use on the Internet. As digital images become 

increasingly integral to daily communication, ensuring their confidentiality and security during transmission is paramount. To address 

these challenges, this paper introduces a novel technique called Ruzicka Indexed Schmidt-Samoa Certificateless Signcryptive 

Connectionist Artificial Deep Neural Learning (RISCSCADL) for enhanced secure image transmission. The RISCSCADL method 

employs a multi-layer architecture comprising input, hidden, and output layers for processing satellite images. The method integrates 

Schmidt-Samoa certificateless signcryption within the initial hidden layer to enhance security through three distinct processes: 

Ephemeral Agreement session key generation, Schmidt-Samoa certificateless signcryption, and Ruzicka indexive Schmidt-Samoa 

certificateless unsigncryption. The framework generates session-specific private and public keys in the first hidden layer, performs 

signature generation and encryption in the second layer, and conducts signature verification through Ruzicka Indexed Schmidt-Samoa 

certificateless unsigncryption in the third layer. Experimental results demonstrate that the RISCSCADL method achieves superior image 

transmission security with enhanced confidentiality, integrity, and reduced computational complexity compared to existing approaches. 

Index Terms – Secure Image Transmission, Connectionist Artificial Deep Neural Learning, Schmidt-Samoa Certificateless Signcryption, 

Ruzicka Indexed Certificateless Unsigncryption, Satellite Image Security. 

1. INTRODUCTION 

The proliferation of digital communications has brought data confidentiality to the forefront of organizational challenges, 

particularly regarding the protection, storage, and transmission of sensitive information. Contemporary digital content spans 

multiple formats, encompassing textual data, imagery, audio recordings, and video content. Within this spectrum, image data has 

emerged as a critical component in social applications, necessitating robust protection mechanisms during both utilization and 

transmission. Security measures typically employ cryptographic methodologies, transforming intelligible images into encrypted 

formats to enhance transmission security. 

Recent advances in image encryption have produced various innovative approaches. Researchers have explored DNA-based 

cryptography, with notable work introducing key scrambling techniques for enhanced confidentiality [1]. While these DNA-based 

methods showed initial promise, they encountered challenges in maintaining consistent security across diverse image types. 

Subsequent research investigated Dynamic AES implementation with logistic chaotic mapping [2], achieving improved security 

parameters but revealing inherent tensions between confidentiality requirements and computational resources. 
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Further developments in the field included a compression-encryption framework utilizing dynamic symmetric key generation [3], 

though opportunities remain for improving data compression efficiency. Quantum cryptographic systems emerged as another 

avenue for securing medical imagery and sensitive content [4], presenting novel approaches to multi-level security, albeit with 

room for improving confidentiality metrics. 

Investigation into inter-block difference techniques combined with AES implementations [5] contributed to the field, though image 

integrity optimization remains an ongoing challenge. Quantum technology-based encryption methods [6] demonstrated potential 

through expanded key-spaces and reduced time complexity, while deep neural network approaches [7] introduced new perspectives 

on image security, warranting further investigation into computational complexity implications. 

Significant contributions to image encryption methodology include: 

• Implementation of 2D Hénon-Sine mapping integrated with DNA coding [8] 

• Development of asymmetric multiple image elliptic curve cryptography [9] 

• Innovation in 2D Logistic Sine Chaotic Mapping (2D-LSMM) [10] 

• Advancement in chaotic mapping techniques for image cryptography [11-12] 

• Evolution of multimedia encryption through 2D alteration methodologies [12] Recent developments 

have focused on specialized applications, including: 

• Integration of sine square logistic mapping with chaotic systems [13] 

• Lightweight encryption protocols for healthcare applications [14] 

• Compound Sine-Piecewise Linear Chaotic Mapping [15] 

• Variable-length key implementations with modified Henon mapping [16] 

• One-dimensional chaotic map amplification [17] 

• Bisection method integration with piecewise chaotic mapping [18] 

• Color/grayscale encryption utilizing sine-cosine cross-chaotic mapping [19] 

• Novel asymmetric encryption methodologies [20] 

• Research Objectives 

This paper introduces the RISCSCADL (Ruzicka Indexive Schmidt-Samoa Certificateless Artificial Deep 

Learning) technique, with the following primary objectives: 

1. Enhancement of satellite image transmission security through: 

• Implementation of Ephemeral Agreement session key generation 

• Integration of Schmidt-Samoa certificateless signcryption 

• Application of Ruzicka indexive Schmidt-Samoa certificateless unsigncryption 

2. Improvement of transmission confidentiality through: 

• Integration of Schmidt-Samoa certificateless signcryption with Connectionist Artificial Deep Neural Learning 

• Implementation of session-specific key generation 

• Application of deep learning-based cipher image generation with digital signatures 

3. Optimization of integrity through: 

• Ruzicka similarity index-based signature verification 

• Sequential decryption methodology 
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• Enhanced protection against unauthorized image manipulation 

The subsequent sections of this paper are organized as follows: Section 2 presents a comprehensive description of the RISCSCADL 

technique and associated system frameworks. Section 3 details the experimental setup and result analysis, while Section 4 provides 

comparative analysis against existing methodologies. Concluding remarks are presented in Section 5. 

2. PROPOSED METHODOLOGY 

2.1.  System Overview 

The evolution of multimedia processing has led to an increasing need for secure transmission and storage of diverse multimedia 

data across public networks. Digital images, in particular, present unique challenges in network communication due to their 

information-rich nature. This growing concern for privacy and security motivates the development of our proposed RISCSCADL 

technique. 

2.2. Architecture Design 

The RISCSCADL architecture implements secure image transmission through connectionist artificial deep neural learning. Figure 

1 illustrates the system architecture, which processes satellite images through multiple security layers utilizing Schmidt-Samoa 

certificateless signcryption. 

 

 

The neural network architecture, depicted in Figure 2, employs a feed-forward methodology with multiple interconnected 

layers. This structure facilitates: 

1. Input processing of satellite images 

2. Progressive security implementation through hidden layers 
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3. Secure transmission of processed images 

2.3. Neural Network Implementation 

The network processes satellite images through three primary stages: Initial hidden layer: 

Key generation 

Second hidden layer: Signcryption processing Third hidden layer: 

Unsigncryption implementation 

The neural activity at the input layer follows the formulation: yi = ∑(xi × wij + bi) (1) 

Where: 

xi represents the satellite image count 

wij denotes the input-hidden layer weight coefficient bi represents the bias term (value: +1) 

The input is send into initial hidden layer where key generation process is performed by using Schmidt-Samoa certificateless 

signcryption technique. The signcryption method is further computationally efficient and also provides greater security as well as 

confidentiality. 

A signcryption scheme includes three major processes namely Ephemeral Agreement session Key generation, Schmidt-Samoa 

certificateless signcryption, and Ruzicka indexive Schmidt- Samoa certificateless unsigncryption. 

2.4. Security Implementation 

• Ephemeral Agreement Session Key Generation 

The security protocol initiates with dynamic session key generation, creating unique key pairs for each transmission session. This 

approach enhances security by: 

• Generating session-specific private and public keys 

• Disabling keys post-session 

• Creating new keys for subsequent sessions The key generation process follows: 

m = p × q      (2) 

Where p and q represent distinct large prime numbers, generating the public key m. The private key generation follows: 

d = e^(-1) mod λ(m)      (3) 

Where: λ(m) = lcm(p-1, q-1)     (4) 

• Schmidt-Samoa Certificateless Signcryption 

The signcryption process implements both encryption and digital signature generation. For satellite image I, pixel encryption 

proceeds as: 

P = pixel(I) (5) 

The encryption algorithm generates the cipher image: C = P^e mod m (6) 

Where: 

• C represents the cipher image 

• e denotes the receiver's public key 

• P represents the pixel values Digital signature generation follows: S = H(M)^d mod m (7) 

Where: 

• S represents the digital signature 

• H(M) denotes the hash function 
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• d represents the sender's private key 

 

Fig. 3 demonstrates the block diagram of the Schmidt-Samoa certificate less signcryption consisting of encryption and digital 

signature generation. The sender first encrypts the images with aid of receiver’s public key. Hence it is called public-key 

cryptography. Let us consider the number of satellite image . The cipher image is obtained with aid 

of receiver’s public key. Initially, the proposed technique study on the pixel value from input image. 

 

         (5) 

 

Where,  denotes pixels of input satellite image . Then the encryption of image pixels is carried out as 

follows, 

(6) 

Where,  denotes cipher image which is obtained based on receiver public key ‘  ’ and the image pixels . 

Subsequently, the digital signature of the input image is produced by using sender’s private key. 

Allow us consider input image pixels is transferred into a message bit   [0,1]. Then the signature is generated as follows: 

 

(7) 

From (7), signature ‘  ‘is generated by the sender’s private key ‘  ’,  denotes a hash,  and denotes a message bit. 

Then the cipher image along with the signature is sent to the receiver. 

• Ruzicka indexive Schmidt-Samoa certificateless unsigncryption 

The unsigncryption process implements two-phase verification: Sr = H(M)^e mod m (8) 

Where Sr represents the receiver-side signature verification. 

The Ruzicka similarity coefficient (R) validates signature authenticity: R = ∑min(Si, Sj) / ∑max(Si, Sj) (9) 

Where: 

• Si represents the sender's signature 

• Sj represents the receiver's signature Verification follows the condition: 

R = {1 if valid, 0 if invalid} (10) 

Upon successful verification, decryption proceeds:  
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I' = C^d mod m (11) 

 

Fig. 4 block diagram of Ruzicka indexive Schmidt-Samoa Certificateless Unsigncryption 

In above fig.4, represent the block diagram of Schmidt-Samoa certificate less signcryption. Lastly, proposed technique performs 

the unsigncryption based on the digital signature verification. At the receiver end, the signature of the received message is generated 

with the same hash function at the time of signcryption. 

(8) 

Where,  indicates a signature at the receiver with senders public key ‘ ’. Finally, verifies the generated signature  

is matched with the signature generated by the sender (  using Ruzicka similarity. Ruzicka similarity function is used for 

verifying the signature for ensuring the user is legitimate or not. The similarity between the two signatures is verified as a given 

blow: 

(9) 

 

In above (9),  is a Ruzicka similarity coefficient,  is a signature at sender,  denotes a represents signature at receiver, 

 is a mutual dependence with signature. The Ruzicka similarity coefficient ( ) give the similarity value between 0 and 

1. 

(10) 

 

In (10), Ruzicka similarity coefficient ( ) returns ‘ , indicates that the signature is valid. Whereas  denotes indicates that 

signature is not suitable. If signature is suitable, then receiver decrypts the cipher image. Otherwise, the signature is said to be 

invalid and the receiver did not decrypt the cipher image. This helps to enhance the security of satellite image transmission between 

the sender and receiver. Therefore, the decryption is performed with the receiver’s private key  as given below, 

 (11) 

At last, the original image ‘ ’ is obtained. The hidden layer output is obtained as follows: 

(12) 

Where,  indicates an output of a hidden layer,  refers to an output from the previous hidden layer and ‘  ‘indicates 

a weight of the hidden layers,  indicates a weight between input and hidden layers,  represents the input satellite image. 

Finally, the secured image transmission is obtained at the output layer. 

 (13) 

In (13), ‘ ’ is an output of deep learning,  is a weight between hidden and output layer,  specified as output of a hidden 

layer. In this way, secure image transmission is performed with higher confidentiality by avoiding unauthorized access. The 
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algorithmic process of the secure image transmission is described as follows: 

Input : Number of satellite images S1 = {si1,si2,si3,……….,sim} 

Output : Increase the security of image transmission 

Begin 

Number of satellite  images SI = {si1,si2,si3,……….,sim} taken as input at the input layer 

Key generation //hidden layer 1 

For each satellite images si transmission 

Generate the pair of keys Epk  , EBk 

End for 

// Signcryption  //hidden layer 2 

Encrypt input image using receivers public key ’  C(SI)’. 

Generate digital signature with senders private key  ‘ɸs’ 

Send cipher image and digital signature to receiver 

//Unsigncryption //hidden layer 3 

Generate the digital signature ‘ɸs″ ’ 

If( δ = 1) then 

Signature is valid 

The receiver decrypts the cipher image using receiver private key ‘SI’ 

Obtain original satellite image 

Else 

The signature is not valid 

End if 

End 

Algorithm1 Ruzicka Indexed Schmidt-Samoa Certificate less Signcryptive Connectionist Artificial Deep Neural Learning for 

Secure Transmission using Satellite Images 

Algorithm 1 given above describes the step-by-step process of secure image transmission. The numbers of images are collected 

from the database in the input layer. For each image transmission, key pair such as Ephemeral Agreement session Key generation 

process is performed in initial hidden layer. Followed by, signcryption process being carried out using Schmidt-Samoa 

certificateless signcryption in the second hidden layer. After the signcryption, Ruzicka indexive Schmidt-Samoa certificateless 

unsigncryption is performed in the third hidden layer.This helps to increase confidentiality and integrity. 

2.5. Neural Network Output Processing 

The hidden layer output computation follows:  

h = ∑(yi × wij + wi) (12) 

Where: 

• h represents hidden layer output 

• yi denotes previous layer output 

• wij represents inter-layer weights 
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• wi represents input-hidden layer weights 

The final output formulation: 

O = ∑(h × wo) (13) 

Where: 

• O represents the network output 

• wo denotes hidden-output layer weights 

3. EXPERIMENTAL SETUP AND IMPLEMENTATION 

3.1. Dataset Description 

The experimental validation of the RISCSCADL technique was conducted using satellite imagery from the Hurricane Damage 

Assessment Dataset¹. This comprehensive dataset was specifically chosen for its extensive collection of pre- and post-hurricane 

satellite imagery, enabling robust testing of the proposed security framework while maintaining practical applicability to disaster 

assessment scenarios. 

• Implementation Environment 

The implementation framework consisted of: 

• Programming Platform: Java Development Environment 

• Comparative Methods: 

1. Proposed RISCSCADL technique 

2. DNA-based key scrambling technique [1] 

3. Dynamic AES implementation [2] 

• Dataset Organization 

The dataset architecture comprises four primary segments: 

1. Training Dataset (train_another) 

2. Testing Dataset (test) 

3. Secondary Testing Set (test_another) 

4. Validation Dataset (validation_another) 

For this experimental analysis, we focused on the training dataset (train_another) which contains a balanced distribution of: 

• 5,000 satellite images showing hurricane damage 

• 5,000 satellite images showing undamaged regions 

This balanced dataset distribution ensures unbiased evaluation of the security implementation while maintaining practical relevance 

to damage assessment applications. 

• Experimental Objectives 

The primary experimental objectives include: 

1. Evaluation of secure transmission protocols for satellite imagery 

2. Assessment of encryption efficiency for damage assessment applications 

3. Comparative analysis of security measures against existing methodologies 

4. Validation of system performance in practical disaster assessment scenarios 

4. RESULTS AND PERFORMANCE ANALYSIS 
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This section presents a comprehensive evaluation of the proposed RISCSCADL methodology, analyzing its performance against 

established encryption approaches, specifically the DNA-based key scrambling technique [1] and Dynamic AES implementation 

[2]. The comparative analysis encompasses three critical performance metrics: 

1. Confidentiality Rate Analysis: Assessment of information security preservation 

2. Integrity Rate Evaluation: Measurement of data consistency maintenance 

3. Computational Complexity Assessment: Evaluation of resource utilization efficiency 

The following subsections present detailed quantitative analyses through statistical measurements and graphical representations, 

demonstrating the comparative advantages and limitations of each approach.  

Our evaluation methodology emphasizes reproducibility and statistical significance in performance measurements. 

 

4.1. Analysis of Confidentiality Rate 

Confidentiality rate is a different significant parameter of secure image transmission from sender to receiver. The Confidentiality 

rate is calculated transmitted images accessed or viewed by authorized entity. The confidentiality rate is measured as: 

(14) 

In (14), ‘( ’ is a data confidentiality rate refers to amount of images accessed or viewed by authorized entity ‘ ’ to 

number of images taken as input ‘ ’. The data confidentiality rate is measured in percentage (%). 

 

 

The performance analysis of confidentiality rate using three techniques RISCSCADL technique and DNA-based key scrambling 

technique [1], Dynamic AES [2] is depicted in Table I. The described outcome prove that RISCSCADL technique outperforms 
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well in terms of achieving a better confidentiality rate. The observed confidentiality rates of the three methods are illustrated in 

fig.5. 

In Fig. 5 describe the performance of confidentiality rate Vs different number of satellite images using three methods RISCSCADL 

technique and DNA-based key scrambling technique [1], Dynamic AES [2]. The above figure demonstrates that the RISCSCADL 

method improve the confidentiality rate when compared to existing methods. To optimize performance, the RISCSCADL 

technique employs Schmidt-Samoa certificateless signcryption within a connectionist artificial deep neural learning framework, 

enabling secure communication through a sophisticated process of key generation, signcryption, and unsigncryption mechanisms. 

In the key generation, key pair is generated for each image transmission. In signcryption, the encryption and signature generation 

is performed. If signature is suitable, the authorized user receives the original image in unsigncryption and improves the secure 

image transaction. This helps to improve the confidentiality. 

4.2. Analysis of Integrity Rate 

Integrity rate is ratio of number of images which are not distorted or modified by any intruders to number of images transmitted. 

The integrity rate is measured as, 

(15) 

 

From (15),  denotes an image integrity rate,  denotes the number of images that are not altered or modified by others, ‘

’ is a total number of images. The integrity rate is measured in percentage (%). 
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Table 2 and fig. 6 noticed that the integrity rate of three different techniques RISCSCADL technique and DNA-based key 

scrambling technique [1], Dynamic AES [2] according to number of images gathered from dataset. In experimental consideration, 

the numbers of images are taken in the ranges from 1000 to 10000. Compared to existing methods, the RISCSCADL technique 

increases the integrity rate. Let us consider 1000 images for conducting the experiments. By applying RISCSCADL, the observed 

image integrity rate using RISCSCADL is . The integrity rates of DNA-based key scrambling technique [1] and Dynamic 

AES [2] were evaluated across multiple experimental outcomes. The RISCSCADL technique demonstrated superior performance, 

enhancing integrity rates by approximately 7% compared to [1] and 10% relative to [2], signifying a notable improvement in 

cryptographic efficacy. This is due to the application of signature generation in hash value. In hash function generation, the original 

pixel values are not altered by any intruders. This helps to improve the integrity rate. 

4.3. Analysis of Computational Complexity 

It is defined as amount of time taken to carry out secure communication of satellite images. The computational complexity 

is measured as: 

 (16) 

From (16),  denotes a computational complexity, ‘ ’ is a number of images, and ‘ ’ is a time taken for secure 

image transmission. Computational complexity is measured in milliseconds (ms). 
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In Table 3 and fig. 7, shows the performance results of computational complexity of three different methods RISCSCADL 

technique and DNA-based key scrambling technique [1], Dynamic AES [2]. The experimental results specified to computational 

complexity of RISCSCADL is relatively lesser computational complexity than conventional methods. With the consideration of 

1000 images, the time consumption taken to perform secure image transmission was found to be ‘ ’ using RISCSCADL. 

However, the time consumption of existing [1] [2] was found to be 35 ’ and  respectively. The experiential results specify 

that RISCSCADL lesser the computational complexity. Comparative analysis of ten experimental results reveals that the 

RISCSCADL method significantly reduces time consumption, demonstrating a 9% improvement over existing method [1] and a 

16% reduction compared to method [2], highlighting its computational efficiency. This is owing to application of the Connectionist 

Artificial Deep Neural Learning technique for improving the security of image communication by lesser time consumption. 

5. CONCLUSION 

In secured transmission, image encryption is essential in field of digital world. To overcome this work, a RISCSCADL technique-

based image signcryption system is developed for enhancing the security level through encryption as well as digital signature 

generation. First, the Schmidt-Samoa certificate less signcryption is employed to CADL for increasing the security level by three 

different processes namely Ephemeral Agreement session Key generation, Schmidt-Samoa certificate less signcryption, and 

Ruzicka indexive Schmidt-Samoa certificate less unsigncryption. The experimental evaluations are performed with total number 

of satellite images and compared to two existing algorithms. The observed results have confirmed to proposed RISCSCADL 

method has improved performance in confidentiality rate, integrity rate, and computational complexity than other state-of-the-art 

methods. 
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